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ABSTRACT: ChainSecure is a blockchain-based system designed to provide secure, transparent, and reliable digital
transactions. It uses smart contracts to execute and record transactions on an immutable ledger, ensuring data integrity
and preventing tampering. The system integrates KYC verification to allow only authorized users and an AML module
to detect and prevent suspicious activities through rule-based monitoring and automated actions. MetaMask is used for
secure wallet-based authentication and transaction signing, eliminating the need for traditional login methods. The
platform also includes user and admin dashboards for easy interaction, monitoring, and management of transactions,
KYC processes, and AML rules. Additionally, the system maintains audit logs and real-time notifications to enhance
traceability and user awareness. By combining frontend, backend, and blockchain technologies, ChainSecure provides a
secure, efficient, and scalable solution for modern financial systems while ensuring transparency, compliance, and fraud
prevention. It demonstrates the practical application of blockchain technology in building secure and trustworthy
financial platforms.

KEYWORDS: Blockchain; Secure Transactions; Decentralized Finance; Anti-Money Laundering (AML); Digital
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L. INTRODUCTION

The rapid growth of digital financial systems has made transactions faster and more convenient, but it has also
increased the risk of fraud, identity theft, and money laundering. Traditional systems rely on centralized databases,
which are vulnerable to data breaches, manipulation, and lack of transparency. This creates a need for a more secure
and reliable system to handle financial transactions.

Blockchain technology offers a solution by providing a decentralized and immutable ledger where all transactions are
recorded securely. In this project, ChainSecure uses blockchain to ensure transparency and prevent data tampering.
Smart contracts are used to automate transaction execution, while MetaMask enables secure wallet-based
authentication.

In addition, the system integrates KYC (Know Your Customer) for user verification and AML (Anti-Money
Laundering) to monitor and detect suspicious activities. These features help in preventing fraud and ensuring
compliance. Overall, the project aims to provide a secure, transparent, and efficient platform for digital financial
operations.

II. RELATED WORK

A. Blockchain-Based Financial Transaction Systems

Blockchain-based financial systems have gained importance due to their decentralized and secure nature. These
systems record transactions on a distributed ledger, ensuring transparency and preventing data tampering. They reduce
the need for intermediaries and improve trust in digital transactions. However, many existing systems face challenges
related to scalability and real-time processing.
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B. Smart Contracts for Secure Transactions

Smart contracts are widely used to automate financial transactions in a secure and reliable manner. They execute
predefined conditions without human intervention, reducing errors and fraud. Many research works highlight their role
in ensuring trust and efficiency in blockchain-based applications. However, improper design of smart contracts can lead
to vulnerabilities and security risks.

C. Anti-Money Laundering (AML) Detection in Financial Systems

AML systems are used to detect suspicious financial activities and prevent fraud. Traditional AML approaches use rule-
based or machine learning techniques to analyze transaction patterns. While these systems improve fraud detection,
they often require high computational resources and may not work efficiently in real-time scenarios. Integrating AML
with blockchain can enhance transparency and monitoring.

III. PROPOSED SYSTEM
The proposed system, ChainSecure, is a blockchain-based platform designed to provide secure and transparent financial
transactions. It integrates KYC verification to ensure that only authorized users can access the system and AML
mechanisms to detect and prevent suspicious activities. Transactions are executed using smart contracts and stored on
an immutable blockchain ledger. The system also includes user and admin modules for efficient management,

monitoring, and control, ensuring a safe and reliable financial environment.

A. System Architecture
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Figure 1: System architecture of Chainsecure: Blockchain Based Secure Transaction and Anti Money Laundering
System.
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This Figure 1 represents the overall architecture of the ChainSecure system, showing how different components interact
to ensure secure transactions. The system mainly consists of the User Interface, Admin Panel, Security Layer, AML
Engine, and Data Layer.

At the top, the User interacts with the system through the user interface, which includes login/register and user
dashboard. From the dashboard, users can perform transactions and view notifications. The Admin manages the system
through the admin panel, where they handle KYC verification, manage AML rules, and monitor suspicious activity
reports (SAR).

The Security Layer ensures safe operation by validating user inputs and sending notifications. The AML Engine is the
core component that processes transactions, checks them using AML rules, detects violations, and blocks accounts if
suspicious activity is found. Finally, the Data Layer stores information, where blockchain (on-chain) stores transaction
records and the database (off-chain) stores user and application data. This overall flow ensures that the system is secure,
transparent, and efficient.

B. Process Flow Diagram
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Figure 2: Process Flow Diagram of Chainsecure: Blockchain Based Secure Transaction and Anti Money Laundering
System.

This Figure 2 represents the working flow of the ChainSecure system from user action to transaction completion. The
process starts when the user registers or logs in and connects their wallet using MetaMask. After completing KYC
verification, the user initiates a transaction, which is first checked for valid input data.

If the transaction data is invalid, it is rejected and the user is notified. If valid, the transaction is sent to the AML engine
where rule checks are performed. If any violation is detected, an alert is triggered, the admin is notified, and the user
account may be frozen or reviewed.
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If no violation is found, the transaction is executed using a smart contract, signed, and sent to the blockchain network.
The transaction is then recorded in the ledger, audit logs are stored, and a confirmation is sent to the user. This flow
ensures secure, verified, and transparent transaction processing.

IV. IMPLEMENTATION

The ChainSecure system is implemented by integrating multiple components to provide secure and transparent
financial transactions. The system follows a modular approach where the frontend, backend, blockchain, and database
work together to ensure smooth operation. Users interact with the system through a web interface, while the backend
processes requests and communicates with the blockchain. Smart contracts handle transaction execution, and the AML
module ensures fraud detection. This integrated implementation provides a secure, reliable, and efficient system.

A. Frontend Implementation

The frontend is designed to provide an easy and user-friendly interface for users and administrators. It is developed
using Next.js (React) for building dynamic Ul and Tailwind CSS for responsive design. It allows users to register,
login, connect their wallet, perform transactions, and submit KYC details. Admins can monitor users, verify KYC, and
manage AML rules through the dashboard. The frontend communicates with the backend using APIs and integrates
with blockchain using Ethers.js for smooth interaction.

B. Backend Implementation

The backend handles the core logic of the system, including user authentication, KYC verification, AML processing,
and API management. It is developed using Node.js and Express.js, which provide a scalable and efficient server
environment. It validates user inputs, processes transactions, and communicates with the blockchain network. The
backend also manages notifications and ensures secure data handling using JWT authentication and other security
mechanisms.

C. Blockchain Implementation

Blockchain is used to execute and store transactions securely using smart contracts. It is implemented using Ethereum
blockchain and Solidity for smart contract development. Each transaction is recorded on an immutable ledger, ensuring
transparency and data integrity. The system uses Ganache for local blockchain testing and MetaMask for wallet-based
authentication and transaction signing.

D. Database Implementation

The database is used to store user information, KYC details, AML logs, and application data. The system uses
MongoDB as a NoSQL database for efficient data storage and retrieval. While transaction data is stored on the
blockchain, other system-related data is stored off-chain in the database. This ensures faster access and better
performance while maintaining security.

E. Limitations of Existing Systems

Existing systems have several limitations such as lack of transparency, dependency on centralized control, and
vulnerability to fraud and data breaches. Many AML solutions are complex and may not provide real-time detection,
while some blockchain systems face issues like scalability and high cost. These challenges highlight the need for a
more integrated and efficient solution.

V. FORMULAS

A. Transaction Velocity Detection

This formula is Used to detect unusually frequent transactions in a short time window.
timeWindow = timeWindowMinutes * 60 * 1000

timeWindowStart = currentTime - timeWindow

transactionCount = count(transactions where timestamp >= time WindowStart) + 1

B. Behavioral Deviation Analysis
This formula is Used to Detects abnormal transaction amounts compared to user history.
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avgAmount = X(last 20 transactions) / min(20, total transactions)
deviationPercentage = (currentAmount / avgAmount) x 100

C. Round Number Pattern Detection

This formula helps detect transactions that contain round number amounts, often used in structured financial activity.
isRoundNumber = (amount === Math.floor(amount)) AND (amount > 10)

roundTxCount = count(round transactions in last 24 hours)

VI. ALGORITHMS

A. ECDSA (Elliptic Curve Digital Signature Algorithm)

ECDSA is used in the system to verify the authenticity of transactions. It ensures that only the actual owner of the
wallet can authorize a transaction using their private key. The corresponding public key is used to validate the
signature, providing security and preventing unauthorized access.

Input: Transaction Message M, User Private Key K priv, Public Key K pub

Output: Valid or Invalid Transaction Authorization
1: function ECDSA_VERIFY(M, K _priv, K _pub)
2: if wallet is not connected then
request user to connect MetaMask wallet
end if

Generate digital signature (t, s) using K_priv
. Send signature (r, s) and message M for verification
9:  Verify signature using K_pub
10:

3
4
5:
6: Compute message hash H «— SHA256(M)
7.
8

11: if signature is valid then

12: return Transaction Authorized
13: else

14: return Transaction Rejected
15: endif

16: end function

B. SHA (Secure Hash Algorithm)

SHA-256 is used to maintain the integrity of transaction data. It converts input data into a fixed-length hash value,
making it impossible to alter the data without changing the hash. This ensures that any tampering with transaction data
can be easily detected.

Input: Transaction Data T

Output: Hash Value A hex
1: function SHA HASH(T)
2: if T is not a string then
convert T to serialized string format
end if

Compute SHA-256 hash H «— SHA256(T)

Encode H as hexadecimal string H hex

Store transaction T in application database

9:  Anchor H_hex in blockchain ledger for integrity verification
10:
11: return H hex
12: end function

PRAIN AW
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VII. RESULTS AND DISCUSSION

A. Home Page of ChainSecure

.
Y ChainSecure Home About Contact m

Welcome to
ChainSecure

Blockchain Based Secure Transaction and Anti
Money Laundering System

Experience the future of secure digital transactions with our
cutting-edge blockchain technology, providing immutable,
transparent, and decentralized transaction management

powered by Ethereum.

Get Started >

Figure 3: Home page of ChainSecure: Blockchain Based Secure Transaction and Anti Money Laundering System

This Figure 3 shows the home page of the ChainSecure system. It introduces the project and its purpose of providing
secure blockchain-based transactions. The page includes navigation options, a brief description, and buttons like “Get
Started” and “Learn More” for user interaction

B. User Dashboard

This Figure 4 shows the user dashboard of the ChainSecure system. It displays wallet details such as balance and wallet
address, and provides options like sending ETH, generating QR code, and refreshing balance. Users can perform
transactions and manage their wallet securely through this interface Laundering

Figure 4: User Dashboard of Chainsecure: Blockchain Based Secure Transaction and Anti Money
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C. Admin Dashboard

This Figure 5 shows the overview section of the admin dashboard in the ChainSecure system. It displays key
information such as total users, active users, and recent transaction activity. The admin can use this panel to monitor the
system, track user activity, and manage different modules like users, AML rules, KYC, and reports. This helps in
efficient system control and monitoring.
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Figure 5: Admin Dashboard of Chainsecure: Blockchain Based Secure Transaction and Anti Money Laundering
System.

D. Ganache Transaction Details
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Figure 6: Ganache Transaction Details

This Figure 6 shows the transaction details in the Ganache blockchain environment. It displays important information
such as sender address, contract address, transaction value, gas used, and block number. The transaction is executed
through a smart contract function, and all details are recorded on the blockchain. This helps in verifying that the
transaction is successfully processed and stored securely in the system.

VIII. CONCLUSION AND FUTURE SCOPE

A. CONCLUSION

The ChainSecure system successfully demonstrates a secure, transparent, and efficient platform for digital financial
transactions using blockchain technology. It ensures data integrity through an immutable ledger, making transactions
tamper-proof and trustworthy. The integration of KYC verification restricts system access to authenticated users,
reducing identity-related risks. The AML module enhances security by monitoring transactions, detecting suspicious
activities, and preventing fraud through automated actions such as account blocking. Smart contracts enable automated
and reliable transaction execution without intermediaries, improving efficiency and reducing errors. Additionally, user
and admin dashboards provide easy interaction, monitoring, and management of system activities. Overall, the system
effectively combines blockchain and security mechanisms to deliver a reliable and fraud-resistant financial solution.
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B. FUTURE SCOPE

The ChainSecure system can be further enhanced by integrating advanced technologies and expanding its capabilities
for real-world applications. Machine learning and Al techniques can be incorporated to improve AML detection
accuracy and identify complex fraud patterns. The system can be deployed on public blockchain networks like
Ethereum mainnet to increase scalability and usability. Additional features such as mobile application support, multi-
currency transactions, and cross-chain interoperability can make the system more flexible and widely accessible. Real-
time analytics dashboards can be added to provide better insights into system performance and transaction behavior.
Security can be further strengthened using advanced techniques such as multi-factor authentication, biometric
verification, and zero-knowledge proofs. These improvements will make the system more scalable, secure, and suitable
for large-scale financial environments.
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